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This Privacy Policy explains how Ecliptic Labs (St George Consulting Pty Ltd T/As Ecliptic Labs, ABN: 44163411345) (“Ecliptic Labs”, “we”, “us” or “our”) collects, uses, discloses and protects personal information when you interact with us through our website at eclipticlabs.com.au, eclipticlabs.au, our newsletter, our online forms, our social media pages, and any other online channel that links to this Policy (together, our “Sites”).
We are based in South Australia and work with organisations and innovators across national and international markets. Because some of the people we deal with are located in the European Union, the United Kingdom, the United States and elsewhere, this Policy is designed to meet the requirements of the Australian Privacy Act 1988 (Cth) and the Australian Privacy Principles (APPs), as well as the EU and UK General Data Protection Regulation (GDPR), the California Consumer Privacy Act as amended by the California Privacy Rights Act (CCPA/CPRA), and comparable privacy laws.
Please read this Policy carefully. By using our Sites or providing personal information to us, you acknowledge the practices described here. If you do not agree with this Policy, please do not use our Sites or submit information to us.
This Policy does not apply to third-party websites or services that we link to but do not control. Those third parties have their own privacy policies, and we encourage you to read them.
Our privacy practices at a glance
The table below is a short summary. The rest of this Policy gives the full detail.
	What we do it for
	Our lawful basis
	Information involved
	How long we keep it

	Respond to enquiries you send through our Contact form or by email
	Our legitimate interests; steps to enter into or perform a contract; your consent where required
	Name, organisation, email, phone, industry, location, project type, timeframe, your message
	Up to 24 months after our last contact, unless a longer period is required or justified

	Send our newsletter and updates you have subscribed to
	Your consent (you may withdraw it at any time)
	Email address and, if provided, name
	Until you unsubscribe, then deleted within a reasonable period

	Discuss and progress pilots, deployments, partnerships or commercialisation opportunities
	Steps to enter into or perform a contract; our legitimate interests
	Contact and business details, correspondence, project information you choose to share
	For the life of the relationship and as required afterwards by law or for our records

	Understand and improve how our Sites are used
	Your consent for non-essential cookies; our legitimate interests for security and core function
	Device and usage data, IP address, cookie identifiers (see our Cookie Policy)
	Generally up to 26 months for analytics, or as set by the relevant provider

	Meet legal, regulatory, security and record-keeping obligations
	Compliance with our legal obligations; our legitimate interests
	Whatever information is relevant to the obligation
	As long as required by the relevant law or limitation period



The personal information we collect
“Personal information” (also called “personal data”) means information about an identified individual, or an individual who can reasonably be identified, directly or indirectly. We only collect personal information that we need for the purposes described in this Policy. Because our Sites do not include an online store or customer accounts, we do not collect payment card details or account login credentials.
Depending on how you interact with us, we may collect:
1. Contact and identity details such as your name, the organisation you represent, job title or role, email address, phone number and general location.
1. Enquiry and project details the information you choose to provide through our Contact form or expression-of-interest forms, including the industry you work in, the type of project or opportunity, your indicative timeframe, and a description of the challenge or opportunity you want to discuss.
1. Newsletter details your email address (and name, if you provide it) when you subscribe to our updates.
1. Correspondence the content of emails, messages and other communications you send us, and our responses.
1. Technical and usage information collected automatically when you visit our Sites, such as your IP address, device and browser type, operating system, referring pages, the pages you view, and the dates and times of your visits. This is collected through cookies and similar technologies — see our separate Cookie Policy for detail.
1. Information about other people if you give us personal information about someone else (for example a colleague), you confirm that you are entitled to provide it and that they are aware of how it will be used.
We do not seek to collect sensitive information (such as health information, racial or ethnic origin, political opinions, religious beliefs, or biometric data) through our Sites. Please do not send us sensitive information unless we specifically ask for it; if you do, you consent to us handling it as described in this Policy.
How we collect personal information
We collect personal information in the following ways:
1. Directly from you when you complete a form, subscribe to our newsletter, email or call us, meet with us, or otherwise communicate with us.
1. Automatically through cookies, analytics tools and similar technologies when you use our Sites.
1. From other sources such as your organisation, business contacts, publicly available sources, professional networking platforms, our service providers, and partners — where it is lawful and reasonable to do so.
Where it is reasonable and practicable, we collect personal information directly from you. If we receive information about you that we did not request and do not need, we will deal with it in accordance with our legal obligations.
How we use personal information
We use personal information for the following purposes:
1. to respond to your enquiries and provide the information you ask for, including pricing or capability information;
1. to discuss, evaluate and progress potential pilots, deployments, partnerships and commercialisation opportunities;
1. to send you our newsletter and other updates you have subscribed to;
1. to manage our relationships with clients, partners, suppliers and other contacts;
1. to operate, maintain, secure and improve our Sites, products and services;
1. to understand how our Sites are used and to carry out analytics, research and product development;
1. to protect against, investigate and prevent fraud, security incidents, misuse and other unlawful activity;
1. to comply with our legal and regulatory obligations and to establish, exercise or defend legal claims; and
1. for any other purpose we tell you about at the time we collect your information, or that you authorise.
We may combine information collected through our Sites with information collected through other channels, but only for purposes that are compatible with those described above. We may also de-identify or aggregate information so that it no longer identifies you, and use it for any lawful purpose.
Automated decision-making and profiling
We do not currently use your personal information to make decisions about you solely by automated means that produce legal or similarly significant effects, and we do not engage in automated profiling that materially affects you. If this changes, we will update this Policy to clearly explain the kinds of personal information used by the relevant computer programs, how they are used, and the kinds of decisions involved, consistent with the transparency requirements of the Australian Privacy Act and other applicable laws. Where the law requires it, we will also tell you about the logic involved and your right to request human review.
Our lawful bases for processing (EU/UK)
If you are in the European Union or United Kingdom, we rely on one or more of the following lawful bases under the GDPR when we process your personal data:
1. Consent for example, to send you marketing emails or to set non-essential cookies. You can withdraw consent at any time.
1. Contract where processing is necessary to take steps at your request before entering a contract, or to perform a contract with you or your organisation.
1. Legitimate interests where processing is necessary for our legitimate interests (such as responding to enquiries, securing our Sites, and developing our business) and those interests are not overridden by your rights. We carry out a balancing assessment before relying on this basis.
1. Legal obligation where we must process your data to comply with the law.
If you would like more information about the balancing exercise we have carried out for any processing based on legitimate interests, please contact us using the details at the end of this Policy.
Marketing, newsletters and your choices
We will only send you marketing communications, such as our newsletter, where you have subscribed or where we are otherwise permitted to do so by law. Every marketing email includes an easy way to unsubscribe, and you can also opt out at any time by emailing us at the email address listed in the “How to contact us” section at the end of this policy.
Even if you opt out of marketing, we may still send you service or transactional messages that are necessary for our dealings with you (for example, to respond to an enquiry or to tell you about important changes to this Policy). You cannot opt out of these essential communications while we are dealing with you.
When and with whom we share personal information
We do not sell your personal information, and we do not share it with third parties for their own independent marketing. We may disclose personal information in the following circumstances:
1. Service providers trusted suppliers who perform services on our behalf and under our instructions, such as website hosting, email and newsletter platforms, analytics providers, IT and security services, and professional advisers. They may only use the information to provide services to us.
1. Business partners where you ask us to work with a partner on a project, or where it is necessary to progress an opportunity you have raised with us, we may share relevant information with their knowledge.
1. Corporate transactions in connection with a merger, acquisition, financing, restructure or sale of assets, in which case personal information may be transferred as part of that transaction subject to appropriate protections.
1. Legal and safety reasons where we are required or permitted by law; to respond to lawful requests from courts, regulators or authorities; to enforce our terms; to protect our rights, property or safety, or those of others; or to detect, prevent or address fraud, security or technical issues.
1. With your consent for any other disclosure you authorise.
We require the third parties we share personal information with to protect it and to use it only for the purposes for which it was disclosed.
International data transfers
We are based in Australia, and our service providers may be located in other countries, including the United States and within the European Economic Area. This means your personal information may be transferred to, stored in, or accessed from countries whose data protection laws differ from those in your own country.
Whenever we transfer personal information across borders, we take reasonable steps to ensure it remains protected to a standard consistent with this Policy and applicable law. For transfers of personal data out of the EU/EEA or the UK, we rely on appropriate safeguards such as the European Commission's Standard Contractual Clauses (and the UK Addendum or International Data Transfer Agreement), or on another lawful transfer mechanism or applicable exception. You may contact us for more information about the safeguards we use.
Cookies and similar technologies
Our Sites use cookies and similar technologies to function, to keep them secure, to remember your preferences and to understand how they are used. We use Google Analytics for usage analytics. Non-essential cookies are only set with your consent. For full detail — including the categories of cookies we use, how to manage them, and how to opt out of Google Analytics — please read our separate Cookie Policy. You can opt out of Google Analytics across websites using the Google Analytics opt-out browser add-on.

How we protect personal information
We take the security of your personal information seriously and maintain reasonable administrative, technical, organisational and physical safeguards designed to protect it against loss, misuse, and unauthorised access, disclosure, alteration or destruction. These measures include:
1. restricting access to personal information to people who need it to do their work, under confidentiality obligations;
1. using encryption in transit (such as TLS/SSL) for information submitted through our Sites;
1. applying access controls, network protections and monitoring to detect and respond to threats; and
1. reviewing our practices, policies and providers from time to time.
No method of transmission over the internet or method of electronic storage is completely secure, so we cannot guarantee absolute security. We maintain procedures to deal with any suspected data breach, and where a breach is likely to result in serious harm or otherwise triggers a notification obligation, we will notify affected individuals and the relevant regulator (such as the Office of the Australian Information Commissioner or an EU/UK supervisory authority) as required by law.
How long we keep personal information
We keep personal information only for as long as we need it for the purposes set out in this Policy, or for as long as we have another lawful basis to retain it. When deciding how long to keep information, we consider the amount and sensitivity of the information, the potential risk of harm from unauthorised use or disclosure, the purposes for which we hold it, and our legal, accounting and reporting obligations. The indicative periods in the “at a glance” table above reflect our general approach. When we no longer need personal information, we securely delete or de-identify it.
Your privacy rights
Subject to applicable law and certain exceptions, you have rights in relation to your personal information. These may include the right to:
1. access the personal information we hold about you and request a copy;
1. ask us to correct or update information that is inaccurate, incomplete or out of date;
1. ask us to delete your personal information (sometimes called the “right to be forgotten”);
1. object to or ask us to restrict certain processing, including direct marketing;
1. withdraw consent at any time, where we rely on consent (without affecting processing already carried out);
1. request data portability, where applicable, so you can reuse certain data you provided to us; and
1. ask not to be subject to a decision based solely on automated processing that has legal or similarly significant effects.
To exercise any of these rights, please contact us using the details below. We may need to verify your identity before acting on your request, and we will respond within the timeframes required by law. We will not discriminate against you for exercising your rights. If we cannot fully meet your request (for example, where the law allows or requires us to retain information), we will explain why.
Additional rights for EU/UK individuals
If you are in the EU/EEA or the UK and you believe we have not handled your personal data properly, you have the right to lodge a complaint with your local supervisory authority. A list of EU national data protection authorities is available here. In the UK, you can contact the Information Commissioner's Office (ICO).
Additional rights for California residents (CCPA/CPRA)
If you are a California resident, you have the right to know what personal information we collect, use and disclose; to request access to and deletion of your personal information; to correct inaccurate information; and to opt out of any “sale” or “sharing” of personal information as those terms are defined under California law. We do not sell your personal information, and we do not share it for cross-context behavioural advertising. We will not discriminate against you for exercising these rights. You may also designate an authorised agent to make a request on your behalf. To make a request, contact us using the details below.
Children's privacy
Our Sites are intended for a general business audience and are not directed at children. We do not knowingly collect personal information from children under the age of 18. If we become aware that we have collected personal information from a child without appropriate consent, we will take reasonable steps to delete it. If you believe a child has provided us with personal information, please contact us so we can address it.
Third-party links and external resources
Our Sites — including our News page — may contain links to external articles, whitepapers, social media feeds and other third-party websites and resources. We provide these links for convenience and information only. We do not control those third parties and are not responsible for their content or privacy practices. When you follow a link away from our Sites, this Policy no longer applies, and you should review the privacy policy of the site you visit.
Changes to this Policy
We may update this Policy from time to time to reflect changes to our practices, our Sites, or our legal and regulatory obligations. When we make changes, we will post the updated Policy on our Sites with a new “Last updated” date. Where changes are significant, we will take reasonable steps to notify you in advance, such as by email or a notice on our Sites. Your continued use of our Sites after an updated Policy takes effect means you accept the changes.
How to contact us
If you have any questions, requests or complaints about this Policy or how we handle your personal information, please contact us:
Ecliptic Labs
Attention: Privacy Officer
Address: PO Box 6627 Halifax St, Adelaide, South Australia 5000 Australia
Email: privacy@eclipticlabs.com.au 
We will acknowledge your enquiry and aim to resolve it promptly. If you are not satisfied with our response, you may have the right to complain to a data protection authority or court of competent jurisdiction. In Australia, you can contact the Office of the Australian Information Commissioner (OAIC).
You can reach the OAIC at www.oaic.gov.au.
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